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Commentary for the March NAS meeting on GOF: 

Toward absolute probabilities for escape from a laboratory 

 

Summary and conclusion 

This Commentary presents a calculation of “direct” or “absolute” probability1 of escape from a 

laboratory of a potential pandemic pathogen, specifically mammalian-airborne-transmissible, highly-

pathogenic avian influenza viruses (matHPAI). Absolute probabilities are necessary to calculate the 

probability of a laboratory escape and subsequently the likelihood of a pandemic from an escape, a key 

goal of Gryphon Scientific’s risk-benefit (RBA) analysis.  

Gryphon employed a relative probability approach that in the end failed to arrive at an absolute 

probability of an escape. Thus, this key part of their analysis ended up where it started, not 

accomplishing its goal of estimating the risk of the research (risk = likelihood x consequence). Gryphon 

acknowledges this failure.  

Here, I will argue that Gryphon went down a wrong path by pursuing a relative probability approach. I 

will further show that it is possible to estimate absolute probability of escape by actually carrying out 

the calculation using laboratory incident data reported under the NIH reporting guidelines for BSL3 or 

BSL4 laboratories. Since all steps of my analysis are explicit and transparent to the reader, it provides a 

basis for focused discussion and assessment of each step.   

In comparison, Gryphon’s analysis does not explicitly provide the exact data employed or direct 

references to it, and Gryphon often provides little detail of the steps in its various analyses. This lack of 

transparency makes it difficult to verify Gryphon’s conclusions. Furthermore, Gryphon fails to define the 

meanings of or labels for various variables. For instance, if they report a value for a lab-related accident 

probability, they fail to say if the probability represents one lab for one year, one lab for many years, etc. 
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This failure to define precisely key variables adds to the lack of transparency and the ability to assess 

their RBA.    

My analysis concludes that the probability of escape and likelihood of a potential pandemic is much too 

high, with an expected “fatality burden” of 512 fatalities per year for each lab conducting this research. 

To put this fatality burden in perspective, no Institutional Review Board tasked with assessing human 

subject research would approve a proposed research project with an expected 512 fatalities per year.  

Dr. Marc Lipsitch, in his presentation at the January 2016 National Science Advisory Board for 

Biosecurity (NSABB) meeting, described published research to understand how HPAI may become 

airborne transmissible in humans that does not require live matHPAI viruses. Many mutations that 

contribute to airborne transmission have already been identified by this research without employing live 

virus. Thus, there is little to be lost by banning the live virus research.   

I conclude that NIH should not fund this specific matHPAI research and should also not fund any other 

research with comparable risk. Since the NSABB mandate is very narrow, only whether NIH should fund 

the research, the NSABB should strongly recommend that the U.S. ban the research regardless of 

funding source, and recommend that the State Department make a serious effort at an international 

agreement to ban the research. 

 

Two approaches for estimating absolute probabilities of a lab escape and subsequent pandemic 

To estimate the likelihood (probability) of a pandemic beginning with a laboratory escape of a matHPAI, 

there are two general approaches:   

(1) A “bottom-up” approach where probabilities are obtained for significant mechanical/equipment 

failures or for human error that can lead to laboratory acquired infections (LAIs) and other escape paths 

into the community.  Then, add them all up. This appears to be Gryphon’s approach. The approach here 

is bottom-up as well, but it starts with laboratory incident data reported under the NIH reporting 

guidelines for BSL3 or BSL4 laboratories, a starting point and path forward different from Gryphon’s.  

(2) The “top-down” or “real-data” approach. A number of us have been arguing that Gryphon should 

have taken into account real data as well (for instance, the probability of escape into the community of 

undetected or unreported LAIs calculated from the 2013 CDC report). Gryphon’s valid criticism of the 

CDC data is that the LAIs were for bacterial pathogens, and certainly not for matHPAI viruses.  

Gryphon could have carried out a “control” calculation to demonstrate that its approach can produce 

probabilities of escape through LAIs comparable to those calculated from the 2013 CDC data. If the two 

calculations end up with greater than one or two orders-of-magnitude difference, there is a problem 

with their data used in the bottom-up approach. In a conversation with Gryphon’s Managing Director, 

Rocco Casagrande, he pointed out the data they have collected is not relevant to bacterial select agents, 

so the control calculation could not be done. But they could and should have collected the missing data 

as part of their risk-benefit analysis (RBA) to gain confidence in their bottom-up approach data.  



In its RBA, Gryphon notes that human error far exceeds mechanical failure. This is borne out by NIH 

reported incident data (see below) and by the highly publicized recent incidents of human errors leading 

to escapes into the community.  

It is a hypothesis of this Commentary that likelihood of human error will be similar in laboratories 

researching matHPAI and in laboratories researching other less dangerous select agents. A further 

hypothesis is that absolute probabilities of escape can be estimated from data already publically 

available and can be supplemented by data gathered easily. This is a more useful and different approach 

from Gryphon’s approach that employs relative probabilities.   

 

Toward absolute probabilities: A flow chart analysis of paths for escape from a laboratory 

To determine the absolute probability of escape for a matHPAI virus from a BSL3 laboratory, a number 

of events must occur, beginning with an incident that can involve mechanical or equipment failure or 

human error. The flow chart in Figure 1 describes the events and connections among events, and it lists 

symbols for probabilities2 that would eventually lead to an escape. For a matHPAI virus, an escape could 

lead to a pandemic.  

 

Figure 1.  Flow chart of events leading to a lab escape and a pandemic. 



___________________________________________________________________________ 

In the Figure 1 rendering, there are two independent paths for escape: (1) the undetected or unreported 

LAI path (top to bottom) and (2) the purposeful removal from containment path (to the left).  

For path (1), the likelihood (probability) of a pandemic is L1pan = pinc x pe x pLAI x puu x ppan. Here, pinc is the 

probability that there is an incident is the first place. pe is the probability that the incident involves 

exposure of one or more lab personnel. pLAI is the ratio of LAIs to exposures (not strictly a probability 

because it includes multiple LAI from each exposure). puu is the probability that the LAIs are undetected 

or unreported, so infected persons leave the laboratory into the community. In the flow chart, the 

undetected or unreported LAI moves outside the red laboratory boundary into the community. Finally, 

ppan is the probability that a pandemic results. 

For path (2), the likelihood of a pandemic is L2pan = prem x p2LAI x ppan. Here, prem is the probability that a 

matHPAI is purposely removed from the laboratory. This could happen for a number of reasons, a 

common reason being that a researcher has mistakenly believed that the pathogen has been made 

inactive and is removed for research in a BSL2 lab or removed for transport to another facility. 

The overall rate at which pandemics occur (effectively, the probability of generating a pandemic per 

calendar year) is  

Lpan = (pinc x pe x pLAI x puu x ppan) + (prem x p2LAI x ppan) 

All probabilities in this analysis should be estimated for one year and one lab, as this is the basic 

probability from which many-lab, many-year escape probabilities can be readily calculated. 

 

Determining values for the probabilities 

For path (1), start with pinc. It is a probability that should be obtainable with reasonable accuracy from 

incident data for many labs over many years. Gryphon should already have this data. I would guess that 

it is possible that every lab would experience some reportable incident each year, for instance a spill.  

So, pinc might be 50% or greater. To be a bit more conservative, I will assume that pinc =0.2, which 

assumes a lab will experience on average one incident every five years (1/0.2). This is likely a generous 

probability reduction. 

In a telephone conversation with Rocco Casagrande, he commented that only 2% of incidents result in 

personnel being exposed. In analyzing incidents that result in LAIs3 (Table 1), clearly exposure has 

occurred.  

Thus, the probability that an incident escapes containment and a lab worker is exposed is pe = 2% = 0.02. 

So 98% of the time incidents involve no personnel exposure (1-pe = 98%) and no LAI could occur. 

Gryphon should be able to comment on the accuracy of the 2% number--that is, how much data 

supports it. This is a key number. 



To estimate the other probabilities, I turn to a table of reported lab incidents collected for the Final 

Supplementary Risk Assessment for the Boston University National Emerging Infectious Diseases 

Laboratories (NEIDL). (http://www.bu.edu/neidl/files/2013/01/SFEIR-Volume-III.pdf) This 2,716 page 

risk assessment is abbreviated as the SFEIR (Supplemental Final Environmental Impact Report).  

An informative table in the SFEIR is Table D-7, “Recent Reported Incidents Involving U.S. BSL-3 

laboratory Facilities.” The table is 27 pages long and lists and summarizes 118 incidents, with 23 

incidents involving viruses. The table does not report the number of laboratories reporting and their 

years of operation, so probabilities for each of the different kinds of incidents cannot be ascertained 

(the frequently encountered “denominator” problem). However, it does provide a way that allows the 

probabilities downstream of pe in Figure 1 to be estimated, using as denominator the 118 incidents.  

The table covers 1984 through 2010, with most reported incidents after the year 2000. I sorted the table 

to collect all the LAIs together. The sorted table, including only confirmed LAIs, with a few columns 

deleted and a few non-substantive changes, is presented in Table 1 below.  

http://www.bu.edu/neidl/files/2013/01/SFEIR-Volume-III.pdf


 



For the 118 reported incidents in Table 1, 19 involved LAIs in laboratory personnel, some incidents with 

multiple infected persons. These 19 are shown in the table. In my reading of the table descriptions, 15 of 

the 19 incidents involved undetected and unreported LAIs, where presumably the infected persons left 

the lab and entered the community before they were later diagnosed with infection; that is, the 

pathogen escaped the laboratory. This is contrary to Gryphon’s claim that most exposures would be 

detected, the infected persons would be quarantined until found to be not infected or until the infection 

cleared.  

A direct estimate of the probability that an LAI is undetected or unreported, puu, from these data would 

be 15/19= 79%. A very cautious matHPAI research lab might quarantine those who thought that they 

may have been exposed. For calculation purposes, puu = 0.20 or 20% will be used. This may be a 

generous reduction, as laboratory management and researchers may be reluctant to be quarantined 

based only on a thought.  

Backing up on the flow chart to pLAI, of the 118 reported incidents 17 resulted in LAIs. Taking into 

account that some incidents involve more than one LAI, the total number of LAIs was 38 (red-highlighted 

in Table 1). No fatalities were reported, which likely would not be the case with matHPAI. Thus, the 

probability or rate of LAIs per incident is pLAI = 38/118 = 0.32 or 32%.  

The probability values are summarized in Table 2, along with their source and rationale for values used 

in the analysis. 

 
Table 2. Summary of probabilities used in the analysis.   

(http://osp.od.nih.gov/office-biotechnology-activities/biosafety/institutional-biosafety-committees/incident-reporting)    

_______________________________________________________________________                                                     

 

Although not a large data set, there is enough data here to carry out a preliminary estimate of the 

likelihood or probability of escape from a lab, Lesc. 

Lesc = pinc x pe x pLAI x puu = 0.2 x 0.02 x 0.32 x 0.2 = 0.000256 or 0.025% 

Parameter Symbol  Direct Estimate Rationale for 

Value Used in Analysis Definition & Source Value Used in Analysis

pinc = 0.2 or 20% probability there is likely that every lab would experience assumes, conservatively, one  

a reportable incident some incident each year (e.g. a spill incident every five years, 

with or without a potential exposure) years = 1/0.2 per lab

pe = 0.02 or 2% probability a lab worker probability is 2% according to 2% value used in the analysis

is exposed in incident Rocco Casagrande comment implies one exposure every

50 years = 1/0.02  

pLAI = 0.32 or 32% rate of LAIs 118 reported incidents with  32% value used in the analysis

per incident 38 total LAIs; 38/118 rate

or LAIs per incident 

puu = 0.2 or 20% probability that an from the LAI data 15 of 19 cautious lab might quarantine

LAI is undetected LAIs were undetected or those who thought  they may 

or unrported unreported (uu), implies have been exposed, so puu

puu = 15/19 = 79% reduced from 79% to 20%

prem = ? probability that  difficult to obtain not used in the analysis

an matHPAI is

purposely removed 

 from the laboratory

p2LAI = ? probability that removed different from and not used in the analysis

matHPAI will result greater than pLAI

in an LAI



In addition, the 0.025% does not include escapes from purposeful removal from a laboratory. For 

purposeful removal, probability data might be obtainable from a larger number of incident reports than 

those collected for Table 1.  There is one example of purposeful removal in Table 1, and we know of 

several more from past human errors and for recent human errors at the CDC and Dugway.  

The flow chart and the analysis here should identify explicitly those probabilities where more data might 

be sought. Even though the probabilities can be made better with more data, those used in the analysis 

here are likely good enough to provide a fair estimate for the absolute probability of laboratory escape 

and subsequently the likelihood of a pandemic.  

It has been argued that labs working with matPAI are designed to be safer mechanically than other BSL3 

and BSL3+ labs. I agree. But human errors dominate. Table D-7 in the SFEIR risk assessment bears this 

out:  

 82 likely human errors 

 19 likely mechanical or equipment failures 

 3 non applicable incidents 

 14 incidents where it was unclear if human error was involved. 

So of the 118 incidents, 82 errors or 69% are human errors, not mechanical or equipment failure. In the 

bulleted list, I say likely because in a few of the incidents, the descriptions are not clear enough to 

classify them definitely. Nevertheless, my conclusion holds that many more incidents involve human 

error than mechanical or equipment failure.  Comments in the Gryphon RBA also agree that human 

errors dominate.   

In many of the 118 incidents reported in Table D-7, for example needle sticks, animal bites and other 

clearly direct exposures “no further information was available.” These are not shown in Table 1, but 

some may have resulted in LAIs. Most pathogens were not highly contagious or deadly and easily 

treatable, so I expect the worker could go home. 

All that remains is to determine the likelihood of a pandemic from a lab escape from an LAI in the 

community. For this probability, I consulted Figure 4 in the Lipsitch et al. (2003) paper 

(http://science.sciencemag.org/content/sci/300/5627/1966.full.pdf). The figure is reproduced below for 

convenience to the reader.  



 

The graphs were generated using branching theory, a pure mathematical construct, which requires only 

two parameters, the mean R0 (the reproductive number or the average number of people an infected 

person infects) and the variance to mean ratio k, which measures the variation in number of people 

each infected person infects. For instance, some people infected with SARS will infect many other 

people (super spreaders) and others will infect no one; this implies SARS has a large variance to mean 

ratio k.  I assume for mtHPAI, the subject of this analysis, k will be smaller, perhaps 1 to 2.  

Estimating R0 = 2 and k = 2 and a single LAI, the probability of a pandemic, ppan, is about 50% from the 

green curve in Figure 4a. For more than one LAI entering the community, the probability rises steeply 

(e.g, Figure 4B for 5LAIs).  

Gryphon claims that the probability would not be so high because of public-health efforts to mitigate 

the spread of community infections. Those of us who watched the 2009 H1N1 pandemic unfold know 

that such mitigation efforts are likely futile for fast spreading pandemic influenza viruses. 

Thus the likelihood or probability of a pandemic for path (1) is estimated to be 

L1pan = L1esc x ppan = 000256 x 0.5 = 0.000128 

This is the likelihood for a single lab for a single year.  

 

Fatality burden for a single lab in a single year  

Assuming the number of fatalities is 4 million, one-tenth of those from the 1918 pandemic flu, the 

fatality burden for a single lab in a single year is  

 Fatality burden = 0.000128 x 4 million = 512 fatalities 

To put this fatality burden in perspective, no Institutional Review Board tasked with assessing human 

subject research would approve a proposed research project with an expected 512 fatalities per year.  



It should be noted this fatality burden is considerably more than that calculated by me based largely on 

Gryphon’s numbers in my commentary for the January 2016 NSABB meeting. In that calculation, I 

questioned that their pandemic likelihood was 50% too low, because of an additional 2% probability of 

unknown origin in the Gryphon analysis. I argue that my calculation using the probabilities estimated 

here is closer to the true probability of escape. I welcome a response from Gryphon to see if we can 

reconcile our differences.   

For a research enterprise of ten labs conducting this research for ten years, the likelihood of a pandemic 

is about 100-times greater or 1.28%. I find it very worrisome that laboratory research which could 

spawn 4 million fatalities has a 1.28% chance of happening in the near future. The assumptions in this 

analysis are conservative; one reason being that labs in other parts of the world may be much less safe 

than labs in developed nations. 

This live virus research is just too risky to carry out, especially since other means of identifying mutations 

that lead to airborne transmission in mammals are available. Thus, there is very little to be lost by 

banning this live virus research.   

                                                             
1 “Absolute probability” is the term used by Gryphon Scientific in its risk-benefit analysis (RBA).  It seems like a 
contradiction in terms, since “probability” implies uncertainly, not something absolute. I prefer “direct” probability 
as it implies leading directly toward a goal. Nevertheless, I will stick with the Gryphon term throughout this 
analysis. 
2 Each variable p with a subscript is a conditional probability of the event in the chain leading to an accident, given 
that the previous event in the chain occurred, with two exceptions. pinc is an annual probability (effectively a rate) 
that an incident occurs. pLAI is a ratio of LAI to exposure, taking into account multiple LAIs in the same exposure 
event. 
3 Many incidents that must be reported to the NIH involve spills that did not lead to LAIs. The NIH reporting 
guidelines state “spills or accidents occurring in high containment (BL3 or BL4) laboratories resulting in an overt or 
potential exposure must be immediately reported.” (http://osp.od.nih.gov/office-biotechnology-
activities/biosafety/institutional-biosafety-committees/incident-reporting) Potential exposures imply loss of 
containment to me. 


